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Introduction and Objectives 

Semtech’s Sensor Application Conformance Test Bench (“Test Bench”) is an all-in-one package designed 

to help you to create tests that can be used to verify the functionality of your LoRa®-based devices. For 

instance, you can use the Conformance Test Bench to build tests for pre-certifying your sensors. The 

package consists of both hardware and extensible testing software, including an easy-to-use interface 

for reporting and understanding test results. 

Note: This document assumes that you are familiar with Raspberry Pi development and have a working 

knowledge of HTML and Python. 

Features 

The Test Bench can be used in the following ways: 

 To test or qualify both the MAC and application layers  

 To verify the quality of the following aspects of your application:  
o LoRaWAN® MAC implementation, basic functionality 
o LoRaWAN MAC implementation, robustness 
o Sensor application layer design 
o Sensor application layer robustness 
o Power consumption during long-term operation in a given status including, but not 

limited to, transmission, reception and sleeping 

Note: Power measurements require proprietary hardware; supplies are limited 

Additionally, the Test Bench can be used to build tests that check the following types of functionality: 

 Over-The-Air Activation (Pre-joining behaviors) 

 MAC Command Verification (The response of the device under test (DUT) to typical MAC commands 
from the network) 

 Normal Operation (The normal operation, power consumption, and stability of the DUT) 

 Application Layer Robustness (The behavior of the DUT in the event of a high packet error rate 
(PER), frequency-selective channels, and other corner cases) 

The Test Bench supports test interruption and recovery. Because tests can take a long time to run, the 

Test Bench can recover from its previous state if there is a power or internet outage. It also supports 

testing multiple devices at the same time. 

Use this guide to run tests with the Test Bench. If you want to expand the Test Bench with additional test 

cases, we strongly recommend that you read the design document, Sensor Application Conformance Test 

Bench: Test Bench Design, before doing so.  
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Getting Started 

To begin, set up the hardware. We recommend using a Raspberry Pi microcomputer as the Test Bench 

host1. You can, however, use other Linux-based hosts. However, using other Linux-based hosts is beyond 

the scope of this document. 

Due to the system cache requirements, we recommend a minimum of 512 Mb of RAM. If you use a Pico 

gateway as the concentrator, you must use a full-size USB-A port.  

Hardware Components 

The following table lists the Test Bench hardware components2. 

Component Description Key Specification 

LoRa Concentrator Pico GW Reference Design SX1308, 8 channel 

Host Raspberry PI 3 Model B+ 1.4 GHz quad-core CPU, Wi-Fi, BLE, Ethernet 

ADC Part Number: ADS1256 8 channels, 24-bit resolution 

Current sensing 
board3 

Proprietary, Semtech-
designed board4 

3 gain levels, ranging from 1 uA to >200 mA 

Set Up the Hardware 

We used a Raspberry Pi 3 Model B+ for the example in this section. In addition, we incorporated two 

additional PCBs connected to the hardware platform. 

 An ADC board with a TI ADS1256 ADC chipset 

 A current-sensing board, with an analog operational amplifier (OpAmp) on-board (to amplify the 
voltage signal) 

Instructions 

1. Stack the ADC board on top of the host board.  

2. Make sure that all GPIO pins are connected correctly. 

                                                           
1 We used and tested Raspberry PI 3 Model B+. This Test Bench has not been tested using Raspberry Pi 4. 
2 To purchase hardware, visit:  

 RASPBERRY PI 3 MODEL B+ (Digi-Key) 

 Daughter Card - Seeed Technology 114990831 (Digi-Key) 

 Data Conversion IC Development Tools - Seeed Studio 114990831 (Mouser) 

 Arm Development Board - Seeed Studio 114990584 (Mouser)  
 Evaluation Kit - Semtech (Digi-Key)  

 SX1304 Gateway - Semtech (Mouser) 
3 The current sensing board is an optional component. The Test Bench will function without this feature. 
4 The reference design for this can be found at https://github.com/Lora-net/CTB/tree/master/Hardware/V2  

https://www.digikey.com/product-detail/en/raspberry-pi/RASPBERRY-PI-3-MODEL-B/1690-1025-ND/8571724
https://www.digikey.com/products/en/development-boards-kits-programmers/evaluation-boards-expansion-boards-daughter-cards/797?k=ads1256
https://www.mouser.com/ProductDetail/Seeed-Studio/114990831?qs=sGAEpiMZZMvCVB2zOycJCcglimtwphlgOAmxAZmPDhIRkYhyqece0g%3D%3D
https://www.mouser.com/ProductDetail/Seeed-Studio/114990584?qs=sGAEpiMZZMuG6%2FXKM6MUaTgGSBiEss%2FvTYhppelpMAY%3D
https://www.digikey.com/products/es?mpart=SX1308P868GW&v=600
https://www.mouser.mx/Search/Refine?Ntk=P_MarCom&Ntt=139515600%20
https://github.com/Lora-net/CTB/tree/master/Hardware/V2


 
 

Title: Sensor Application Conformance Test Bench: 
User Guide 

semtech.com/LoRa Page 4 of 49 

Guide   Proprietary 

May, 2020  Semtech 

 

3. Use jumpers to connect the VCC and VREF to five volts.  

 

Figure 1: Jumper configuration on the ADC board 

4. Stack the current-sensing board on top of the ADC board, making sure that all 32 pins are connected 
correctly.  

5. Select LDO on jumper J11 on the current-sensing board, and select the correct output voltage on 
jumper J10.  

 

Figure 2: Side view of the hardware connection of the three components 

6. Connect the gateway: 

a. If using a Semtech Pico gateway: 

i. Connect it using any of the host USB ports.  

ii. Install a matched antenna to the SMA port. 

b. If using a different gateway: 
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i. Make sure that the gateway supports the Semtech packet forwarder5. 

ii. If there are multiple packet forwarder options, configure the gateway to use the 

standard Semtech UDP packet forwarder.  

iii. To use an external gateway, make sure that the packet forwarder address is 

configured to be the same as the Test Bench host IP address. Also make sure the up 

and down ports follow the corresponding fields (serv_port_up, serv_port_down) in 

the config.json file. The default port is 1690.  

iv. Make sure the gateway is turned on and has network access to the Test Bench host.  

7. Connect an Ethernet cable to the host board. This Ethernet connection should provide connectivity 
to the Internet or a network server.  

8. Connect the micro-USB power supply to the host board.  

 

Figure 3: Top view of fully-assembled hardware 

Suggestions:  

 To make the setup physically stable, use push-ups of the proper height between the three 
boards 

 Use a power supply capable of greater than 2A. We recommend the Raspberry Pi SoulBay 5v 3A 
Micro USB AC adapter 

 Apply a heat sink to the chip (SX1301 or SX1308), and to the system-on-chip (SOC) on the host. 

Note: Provide proper RF shielding of the Test Bench and the DUT, or make sure no other gateways provide 

coverage for the same network server. If there is overlap, the Test Bench may not function properly and 

packets may be lost. 

                                                           
5https://github.com/Lora-net/packet_forwarder/blob/master/PROTOCOL.TXT 

 

https://www.amazon.com/Raspberry-Supply-SoulBay-Adapter-Android/dp/B07CVH21NC
https://www.amazon.com/Raspberry-Supply-SoulBay-Adapter-Android/dp/B07CVH21NC
https://github.com/Lora-net/packet_forwarder/blob/master/PROTOCOL.TXT
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Set up the Software 

For Raspberry Pi setup, see https://projects.raspberrypi.org/en/projects/raspberry-pi-setting-up.  

 

The operating system installed and tested on the Raspberry Pi was Raspbian Buster Lite. The minimum 

required version details are as follows:  

 

Figure 4: Minimum Software Requirements 

To meet the software requirements for using the Test Bench, take the following steps.  

Note: The following setup instructions are for a Linux environment. 

TIP: You can access the Raspberry Pi either locally, by plugging-in a monitor and a keyboard, or via 
SSH. 

To access the Raspberry Pi via SSH, you will need the host IP address and an advanced network 
scanner or Zenmap. To obtain the IP address, make sure the Raspberry Pi has an Ethernet 
connection. Use the network scanner or Zenmap to scan the network address and find the Test 
Bench host’s IP address. Alternatively, you can connect to the Raspberry Pi locally, and omit the 
ipconfig command. 

Use SSH/SFTP tools to log on to the host. You can use WinSCP or MobaXterm.  

The common default username and password from Raspbian are: 

Username: pi 

Password: raspberry 

 

https://projects.raspberrypi.org/en/projects/raspberry-pi-setting-up
https://nmap.org/zenmap/
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From the command line, enter the following commands in order: 

The install commands above will install the following software on your computer. The versions noted 

are the minimum versions required. 

Table 1: Minimum Requirements for a Linux Environment 

Package Version 

libatlas-base-dev 3.10.3-8 

libxslt1-dev 1.1.32-2.2 

screen 4.6.2-3 

python3-pip 18.1-5 

git 1:2.20.1-2 

autoconf 2.69-11 

libusb-1.0-0-dev 2:1.0.22-2 

python3-gpiozero 1.5.1 

python3-mpld3 0.3git+20140910dfsg-3 

python3-scipy 1.1.0-7 

numpy 1.16.2 

plotly 4.3.0 

matplotlib 3.0.2 

Flask 1.1.1 

pycryptodome 3.9.4 

 

sudo raspi-config --expand-rootfs 

sudo apt-get update  

sudo apt-get upgrade  

sudo apt-get install libatlas-base-dev libxslt1-dev screen python3-

pip git autoconf libusb-1.0-0-dev python3-gpiozero  

sudo apt-get install python3-mpld3 python3-scipy  

sudo pip3 install numpy plotly matplotlib flask pycryptodome 
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To install the components necessary for the Pico gateway, enter the following commands:  

Following is an example of the global_conf.json packet forwarder, applicable to the US915 band. This 

example uses a Semtech USB PicoCell gateway connected to the Raspberry Pi. For the purposes of the 

Test Bench, the gateway_ID field must be configured, as shown in the following example.  

Note: If you want to use the Test Bench for the EU868 band, you will need to use a global_conf.json file 

specific to that band. In the example below fields to be edited have been highlighted. 

mkdir /home/pi/lora-net 

cd /home/pi/lora-net 

git clone https://git.code.sf.net/p/dfu-util/dfu-util 

git clone https://github.com/Lora-net/picoGW_packet_forwarder.git 

git clone https://github.com/Lora-net/picoGW_mcu.git 

git clone https://github.com/Lora-net/picoGW_hal.git 

 

cd /home/pi/lora-net/dfu-util 

./autogen.sh 

./configure 

make 

sudo make install 

cd /home/pi/lora-net/picoGW_hal 

make clean all 

cd /home/pi/lora-net/picoGW_packet_forwarder 

make clean all 

https://www.mouser.com/pdfdocs/picocell_gateway_user_guide.pdf
https://github.com/Lora-net/picoGW_packet_forwarder
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Global_conf.json example: 

{ 

  "SX1301_conf": { 

    "lorawan_public": true, 

    "clksrc": 1, 

    "antenna_gain": 0, 

    "radio_0": { 

      "enable": true, 

      "type": "SX1257", 

      "freq": 902700000, 

      "rssi_offset": -164.0, 

      "tx_enable": true, 

      "tx_freq_min": 902000000, 

      "tx_freq_max": 928000000 

    }, 

    "radio_1": { 

      "enable": true, 

 

<Continued on Next Page> 
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      "type": "SX1257", 

      "freq": 903400000, 

      "rssi_offset": -164.0, 

      "tx_enable": false 

    }, 

    "chan_multiSF_0": { 

      "enable": true, 

      "radio": 0, 

      "if": -400000 

    }, 

    "chan_multiSF_1": { 

      "enable": true, 

      "radio": 0, 

      "if": -200000 

    }, 

    "chan_multiSF_2": { 

      "enable": true, 

      "radio": 0, 

      "if": 0 

    }, 

    "chan_multiSF_3": { 

      "enable": true, 

 

<Continued on Next Page> 
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      "radio": 0, 

      "if": 200000 

    }, 

    "chan_multiSF_4": { 

      "enable": true, 

      "radio": 1, 

      "if": -300000 

    }, 

    "chan_multiSF_5": { 

      "enable": true, 

      "radio": 1, 

      "if": -100000 

    }, 

    "chan_multiSF_6": { 

      "enable": true, 

      "radio": 1, 

      "if": 100000 

    }, 

    "chan_multiSF_7": { 

      "enable": true, 

      "radio": 1, 

      "if": 300000 

    }, 

 

<Continued on Next Page> 
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    "chan_Lora_std": { 

      "enable": true, 

      "radio": 0, 

      "if": 300000, 

      "bandwidth": 500000, 

      "spread_factor": 8 

    }, 

    "chan_FSK": { 

      "enable": false, 

      "radio": 0, 

      "if": 300000, 

      "bandwidth": 250000, 

      "datarate": 100000 

    }, 

    "tx_lut_0": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 9, 

      "dig_gain": 3 

    }, 

    "tx_lut_1": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

 

<Continued on Next Page> 
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      "rf_power": 9, 

      "dig_gain": 3 

    }, 

    "tx_lut_2": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 9, 

      "dig_gain": 3 

    }, 

    "tx_lut_3": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 9, 

      "dig_gain": 3 

    }, 

    "tx_lut_4": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 9, 

      "dig_gain": 3 

    }, 

 

<Continued on Next Page> 
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    "tx_lut_5": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 9, 

      "dig_gain": 3 

    }, 

    "tx_lut_6": { 

      "pa_gain": 0, 

      "mix_gain": 6, 

      "rf_power": 11, 

      "dig_gain": 3 

    }, 

    "tx_lut_7": { 

      "pa_gain": 0, 

      "mix_gain": 5, 

      "rf_power": 13, 

      "dig_gain": 2 

    }, 

    "tx_lut_8": { 

      "pa_gain": 0, 

      "mix_gain": 8, 

      "rf_power": 14, 

 

<Continued on Next Page> 
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      "dig_gain": 3 

    }, 

    "tx_lut_9": { 

      "pa_gain": 0, 

      "mix_gain": 10, 

      "rf_power": 15, 

      "dig_gain": 2 

    }, 

    "tx_lut_10": { 

      "pa_gain": 0, 

      "mix_gain": 6, 

      "rf_power": 16, 

      "dig_gain": 1 

    }, 

    "tx_lut_11": { 

      "pa_gain": 0, 

      "mix_gain": 9, 

      "rf_power": 17, 

      "dig_gain": 3 

    }, 

 

<Continued on Next Page> 
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    "tx_lut_12": { 

      "pa_gain": 0, 

      "mix_gain": 10, 

      "rf_power": 18, 

      "dig_gain": 3 

    }, 

    "tx_lut_13": { 

      "pa_gain": 0, 

      "mix_gain": 11, 

      "rf_power": 19, 

      "dig_gain": 3 

    }, 

    "tx_lut_14": { 

      "pa_gain": 0, 

      "mix_gain": 12, 

      "rf_power": 20, 

      "dig_gain": 3 

    }, 

    "tx_lut_15": { 

      "pa_gain": 0, 

      "mix_gain": 13, 

      "rf_power": 27, 

 

<Continued on Next Page> 



 
 

Title: Sensor Application Conformance Test Bench: 
User Guide 

semtech.com/LoRa Page 19 of 49 

Guide   Proprietary 

May, 2020  Semtech 

 

 

  

      "dig_gain": 2 

    } 

  }, 

  "gateway_conf": { 

    "gateway_ID": "0000000000000000", //Put here the GW ID you want 

to use. 

    "server_address": "localhost", 

    "serv_port_up": 1690, 

    "serv_port_down": 1690, 

    "keepalive_interval": 10, 

    "stat_interval": 30, 

    "push_timeout_ms": 500, 

    "forward_crc_valid": true, 

    "forward_crc_error": false, 

    "forward_crc_disabled": false 

  } 

} 

 

 

<End> 
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Using a Different Gateway 

If you plan to use a gateway platform other than the Pico gateway, follow these steps:  

1. Make sure that the gateway supports the Semtech packet forwarder6. 

2. If there are multiple packet forwarder options, configure the gateway to use the standard Semtech 

UDP packet forwarder.  

3. To use an external gateway, make sure that the packet forwarder address is configured to be the 

same as the Test Bench host IP address. Also, make sure the up and down ports follow the 

corresponding fields (serv_port_up, serv_port_down) in the config.json file. The default port is 

1690.  

4. In the config.json file , change the “use_internal_gateway” value to zero (0). For more information, 

see Configure the Local Files. 

Use the following commands to install the Test Bench components: 

 

                                                           
6https://github.com/Lora-net/packet_forwarder/blob/master/PROTOCOL.TXT 

 

cd /home/pi 

sudo git clone https://github.com/Lora-net/CTB 

https://github.com/Lora-net/packet_forwarder/blob/master/PROTOCOL.TXT
https://github.com/Lora-net/CTB
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To install the ADS driver components, use these commands: 

You may configure the Test bench as a system service. To do so, use the following commands: 

 

 

wget http://www.airspayce.com/mikem/bcm2835/bcm2835-1.60.tar.gz 

tar zxvf bcm2835-1.60.tar.gz 

cd bcm2835-1.60 

./configure 

touch * 

make 

sudo make check 

sudo make install 

  

cd /home/pi/lorawan-conformance-testbench/ads1256/ 

chmod +x ads1256_driver 

touch ads1256_driver.c 

sudo make 

 

 

echo '[Unit] 

Description=Conformance testbench startup service 

After=network.target 

[Service] 

ExecStart=/usr/bin/python3 /home/pi/lorawan-conformance-

testbench/start.py 

WorkingDirectory=/home/pi/lorawan-conformance-testbench/ 

StandardOutput=null 

StandardError=journal 

Restart=always 

User=root 

[Install] 

WantedBy=multi-user.target 

' | sudo tee --append /etc/systemd/system/testbench.service 

sudo su - pi -c 'mkdir /home/pi/lorawan-conformance-testbench/tmp' 

echo 'tmpfs /home/pi/lorawan-conformance-testbench/tmp tmpfs 

nodev,nosuid,size=200M 0 0' | sudo tee --append /etc/fstab 

sudo systemctl enable testbench 

echo done 

 

<Continued on Next Page> 
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Configure the Software 

Configure the Local Files 

To configure the local files:  

1. Edit the following configuration file: 

 

 

You can change several parameters, including the backup interval, network server address/port, and 

gateway ID. 

Example of CTB config.json For the US915 band and using The Things Network 

(router.us.thethings.network) as the network server. 

/home/pi/lorawan-conformance-testbench/config.json 
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Note: The “ip” field below the “packet_forwarder” line should remain empty. 

 

 

{ 

  "backup_interval": 3600,  

  "use_internal_gateway": 1,  

  "network_address": { 

    "test_controller": { 

      "ip": "localhost", 

      "port": 1000 //The default value is 1700. If using The Things 

Network, as in this example, use 1000 

    }, 

    "packet_forwarder": { 

      "ip": "", 

      "port": 1690 

    }, 

    "network_server": { 

 

<Continued on Next Page> 
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      "ip": "router.us.thethings.network",  //Enter the address of 

the LNS router you plan to use here, as 

well as the corresponding communication 

port. 

      "port": 1700 

    },  

    "error_report": { 

      "ip": "3.16.33.6", 

      "port": 1692 

    } 

  }, 

  "gateway_id": "0000000000000000", //Enter the gateway ID to use. 

(This should be the same as in the Pktfwd 

global_config.json file.) 

  "folder": { 

    "cache": "cache", 

    "backup": "db", 

    "power": "tmp\/power" 

  }, 

  "file": { 

    "database_proxy": "tmp\/db_proxy.db", 

    "database_controller": "tmp\/db_tc.db", 

    "database_backup": "db\/db_backup.db", 

<Continued on Next Page> 



 
 

Title: Sensor Application Conformance Test Bench: 
User Guide 

semtech.com/LoRa Page 25 of 49 

Guide   Proprietary 

May, 2020  Semtech 

 

 

2. During the first power cycle, the digital-to-analog converter (DAC) runs a system calibration, which 

takes about one minute. Make sure that the host has been on for at least one minute (or make sure 

that the file calibration.txt is in the /home/pi/lorawan-conformance-testbench/ads1256/ folder) 

before you turn the host off or restart it.  

 

3. Restart the host by power cycling, or use the following command in the SSH console:  

 

  

sudo reboot now 

    "database_power": "db\/db_pm.db" 

  },  

  "deduplication_threshold": 0.1 

} 

 

<End> 
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Configure the Network Server 

Log in to the network server.  

Register the gateway you plan to use (make sure the Gateway ID is the same as the one you are using in 

the global_config.json and the config.json files).  

When provisioning the device under test, the following information may be required: 

 DevEUI 

 AppKey 

 Version 

 Region  

To provision your device to work with The Things Network, follow the instructions here: 

https://www.thethingsnetwork.org/docs/devices/registration.html 

Note: The Test Bench supports the LoRaWAN 1.0.x specification, and both the U.S. and EU regions.  

  

https://www.thethingsnetwork.org/docs/devices/registration.html
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Start or Restart the Service 

To start the Test Bench, enter this command in the SSH console: 

 

 

To restart the Test Bench, enter: 

 

Note: The Test Bench should automatically start after a backup and restart after every power cycle.  

  

sudo systemctl start testbench 

sudo systemctl restart testbench 
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Stop the Service 

To stop the Test Bench, enter this command in the SSH console: 

 

  

sudo systemctl stop testbench 
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Test Bench Status 

To check the status of the Test Bench, enter this command in the SSH console: 

 

 

Figure 5 shows an example of the status message you may see when the Test Bench is working properly: 

 

Figure 5: Status Message Example 

  

sudo systemctl status testbench 
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Send API Commands to Configure the Test Bench 

The HTTP POST/GET/DELETE methods are used as the input APIs. The following examples are cURL 

commands. cURL is a lightweight command-line tool that has been built into Windows 10 (build 17063, 

or later). It allows you to make HTTP requests without needing a web browser. If you are using a 

different build of Windows, or a different operating system, you will need to install cURL separately. (If 

you are using Linux, use these instructions.) 

To use cURL in Windows, open the Command Prompt app. 

To configure the Test Bench: 

1. Add the device. To do this, enter the following at the command line:  

 

The IP is the Test Bench host’s IP address.  

2. Enter the information requested, as in the Device Configurations section of this document.  

Note: You can test multiple devices at the same time. 

3. Add test cases.  

The following (long) command adds a comprehensive test case set to the Test Bench controller. The 

payload is a list of dictionaries of separate tests. All tests are executed in the order in which they were 

added. 

curl -X POST -H "Content-Type:text/plain" -d 

"[{\"DevEui\":\"0000000000000000\",\"AppKey\":\"0000000000000000000000

0000000000\",\"NwkKey\":\"00000000000000000000000000000000\",\"region\

":\"US\"}]" http://IP/device 

https://develop.zendesk.com/hc/en-us/articles/360001068567-Installing-and-using-cURL
https://www.tecmint.com/install-curl-in-linux/
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For detailed API references and available configurations in the Test Bench design, see the   

curl -X POST -H "Content-Type:text/plain" -d "[ { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"join\", \"SubCat\":\"deny\", 

\"Criteria\":\"count\", \"Parameter\":8 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"join\", \"SubCat\":\"mic\", 

\"Criteria\":\"count\", \"Parameter\":4 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"join\", \"SubCat\":\"rx2\", 

\"Criteria\":\"count\", \"Parameter\":4 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"normal\", 

\"SubCat\":\"normal\", \"Criteria\":\"count\", \"Parameter\":16, 

\"Config\":{ } }, { \"DevEui\":\"0000000000000000\", 

\"Cat\":\"downlink\", \"SubCat\":\"timing\", \"Criteria\":\"count\", 

\"Parameter\":44, \"Config\":{ \"Step\":4, \"Datr\":3 } }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"downlink\", 

\"SubCat\":\"freq\", \"Criteria\":\"count\", \"Parameter\":44, 

\"Config\":{ \"Step\":20, \"Datr\":3 } }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"downlink\", 

\"SubCat\":\"confirmed\", \"Criteria\":\"count\", \"Parameter\":8 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"downlink\", 

\"SubCat\":\"cnt\", \"Criteria\":\"count\", \"Parameter\":8 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"mask_125\", \"Criteria\":\"count\", \"Parameter\":16 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"mask_500\", \"Criteria\":\"count\", \"Parameter\":16 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"tx_power\", \"Criteria\":\"count\", \"Parameter\":12 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", \"SubCat\":\"dr\", 

\"Criteria\":\"count\", \"Parameter\":8 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"redundancy\", \"Criteria\":\"count\", \"Parameter\":16 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"rx_para_rx1dro\", \"Criteria\":\"count\", \"Parameter\":8 

}, { \"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"rx_para_rx2dr\", \"Criteria\":\"count\", \"Parameter\":8 }, 

{ \"DevEui\":\"0000000000000000\", \"Cat\":\"mac\", 

\"SubCat\":\"status\", \"Criteria\":\"count\", \"Parameter\":4 }, { 

\"DevEui\":\"0000000000000000\", \"Cat\":\"normal\", \"SubCat\":\"per\", 

\"Criteria\":\"count\", \"Parameter\":128, \"Config\":{ \"Up\":0, 

\"Down\":0 } }, { \"DevEui\":\"0000000000000000\", \"Cat\":\"normal\", 

\"SubCat\":\"block\", \"Criteria\":\"count\", \"Parameter\":128, 

\"Config\":{ \"902.3\":100 } } ]" http://IP/sequence 
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Test Bench APIs.  
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Checking Test Results 

Result Output Format 

Test results are generated in HTML and open in a new window. 

All results are presented by a web server that is accessible from any browser. 

Device Page 

To view a list of all devices under test, enter the following URL: 

 

A list of devices appears on the page.  

Note: For security reasons, some information is masked in the following example: 

 

Figure 6: Device information page 

Test Case Summary Page 

To view all test cases (sequences) and whether they are scheduled, ongoing or finished, enter the 

following URL:  

 

A list of scheduled, ongoing and finished tests appears.  

For all finished tests, the result also appears, as shown in the first three data rows below.  

http://IP/device 

http://IP/result 
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Figure 7: Test Case page 

Test Information Page 

In your browser’s address bar, enter the following URL, where <x> is the unique test case identifier from 

the Test Case List page, and <items> is the information you want to review:  

 

If you click the link in the list of test cases to open this page, <items> defaults to verification,which 

shows the information of different checkpoints and whether the DUT passed those checkpoints. For 

selected tests, some detailed information also appears with the “verification” item.  

Including RSSI, the Test Bench supports a total of 23 available pages for visualizing data (marked from 1 

to 23 in the list below). 

1) rssi: RSSI data reported by the gateway. 

2) lsnr: LoRa signal-to-noise ratio (SNR) information and statistics reported by the gateway.  

3) Freq: Carrier frequency of the uplink packets.  

4) Size: Physical layer payload size for uplink packets (in bytes).  

5) datr: LoRa data rates used for uplink packets.  

6) toa: LoRa packet time on-air information and duty-cycle information.  

7) MType: Message type information. 

8) FCnt: Frame count for uplink confirmed or unconfirmed data frames.  

9) ACK: Acknowledgment information for both uplink and downlink data frames.  

http://IP/result/testid=<x>/<items> 
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10) mac: The MAC command trace on uplink or downlink packets.  

11) FPort: Application FPort information in uplink data packets.  

12) FRMPayload: Application layer frame payload on uplink data frames. 

13) FRMPayload_length: Application payload frame length for uplink frames (in bytes). 

14) time_diff: Time difference on adjacent uplink packets.  

15) FCnt_diff: Frame count difference on adjacent uplink data frames.  

16) log: Detailed logging information for all packets related to the device. 

17) rssi-freq: The correlation of frequency and RSSI. This is used to investigate the RSSI distribution 

on different frequency channels, so the quality of various channels can be ascertained.   

 

Figure 8: Example of rssi-freq correlation page 

In the example shown in Figure 8, the upper end of the vertical blue lines represents the 90th 

percentile of the RSSI grouped by the x-axis value (channel frequency). The lower end 

represents the 10th percentile. The black dot represents the average value.  

18) lsnr-freq: The correlation of frequency and SNR. It is used to investigate the SNR distribution on 

different frequency channels, so the quality of various channels can be ascertained. 

19) rssi-toa: The correlation of time on air (TOA) and RSSI. This is used to investigate the RSSI 

distribution of the packets of different on-air times. It helps to qualify the DUT hardware design.  

20) lsnr-toa: The correlation between TOA and SNR. This is used to investigate the SNR distribution 

of the packets of different on-air time. It helps to qualify the DUT hardware design. 

21) current: Current consumption during the test. 
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Figure 9: Example of current consumption page 

As shown in Figure 9, the current profile, distribution and CDF measurements are plotted at 

one-second intervals. 

All the packets logged appear in the table. To view a detailed, high-resolution, current profile, 

click the link under Time in the grid at the bottom left of the screen. The default span for the 

inspection is from -5 to +10 seconds of the uplink packet.  

Figure 10 provides an example of a packet current profile: 
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Figure 10: Example of packet current profile 

22) delay: This is the network delay information. Three delays are measured:  

o Round-trip transmission time between the proxy and the test controller 

o Round-trip transmission time between the packet forwarder and the proxy 

o Round-trip transmission time between the network server and the proxy 

The first graph on the Delay information page illustrates the latency over time. The second 

graph shows the distribution of the delays over the duration of the test. 
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Figure 11: The "Delay" information page 

23) print: Opens the print console. Use this command if you want to print the test results page or 

save it as PDF. To print the test results, enter print at the end of the list of <items> items. To 

save it as a PDF, select a PDF printer in the print console.   

Note: This page supports “zooming” and “panning.” 

You can cascade multiple supported items on the same page using the plus sign (+). For 

example, to find information about the first test on frequency, RSSI and current consumption, 

navigate to:  
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Figure 12 shows an example of the detailed test results page. 

 

Figure 12: Detailed test page (default) 

Note: If <items> is not verification, replace the <items> items of one or more options, connected by the 

plus sign (+), to view one or multiple test data sets. 

http://IP/result/testid=1/freq+rssi+current 
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List of <items> Items 

Note: Each <items> item can have one or more parameters. Multiple parameters are connected by a 

plus (+) sign. On the Test Information page, you can summarize and visualize different information 

about a <items> item depending on its parameters. The content of each <items> item determines the 

information that is displayed on this page. See Figure 12 for an example of the type of received signal 

strength indicator (RSSI) data as reported by the gateway. 

 

Figure 13: Example of RSSI page 

The value over time, histogram, and cumulative distribution function (CDF) curve are all plotted on this 

page. Zoom and pan features are supported.  

General Packet Page 

Even without predefined test cases, the Test Bench will act as a sniffer to find and save the following 

information: 

 <DevEUI>: Device EUI of the device under test (DUT) 
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 <startTime>: Starting timestamp of the inspection period, as a Unix Time Stamp (float number) 

 <duration>: Duration of the inspection period, in seconds 

 <items>: Aspects to be presented;, see the List of <items> Items section 

To retrieve this information, enter:  

 

General Current Page 

You can check the current consumption of the DUT without a test case definition.  

While fetching the current profile, the server pulls a large amount of information from memory into the 

database. The time to process this data can take up to one minute. 

Two sampling rates are supported: 

 High sampling rate profile 

 Long duration profile (Low sampling rate) 

To check the profile for less than one minute use the high sampling rate mode. To check the profile for 

longer than one minute use the long duration mode. 

High Sampling Rate Profile 

For a high-resolution profile (at about 670 SPS), the Test Bench can retrieve the current profile during 

the transmission and reception periods. Enter the following in your browser’s address bar: 

 

 <startTime>: Starting timestamp of the inspection period, as a Unix Time Stamp (float number). 

You can use external resources7 to convert the date to a time stamp. 

 <duration>: Duration of the inspection period, in seconds 

Long Duration Profile 

To observe power consumption over a long span of time (1SPS), use a low-resolution profile. In the 

address bar of your browser enter the following URL:  

 

                                                           
7https://www.epochconverter.com/  

http://IP/packet/device/<DevEui>/<startTime>+<duration>/<items> 

http://IP/current/1/<startTime>+<duration> 

http://IP/current/0/<startTime>+<duration> 

https://www.epochconverter.com/
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 <startTime>: Starting timestamp of the inspection period, in Unix Time Stamp (float number) 

 <duration>: Duration of the inspection period, in seconds 

If the duration is more than 86,400 seconds (one day), the resolution is automatically decreased to one 

sample per minute (1/60 SPS).  

Similarly, you can retrieve the latest current consumption data from either of the following URLs: 

 

or 

 

 <time>: the current profile duration to be retrieved, in seconds 

  

http://IP/current/0/last/<time> 

http://IP/current/1/last/<time> 
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Download Results Locally 

The results can be download locally using the following Wget command: 

 

Table 2 provides a description for each of the wget command elements 

Table 2: Wget Command Elements 

Command Description 

-r Recursive; specify a recursive download 

-k Convert-links; make links in the downloaded HTML or CSS point to local files 

-K Backup converted; before converting a file, back it up as <filename>.orig 

-l Level = <Number>; The maximum recursion depth (inf or 0 for “infinite”) 

 

The files can be downloaded locally on the Raspberry Pi and then transferred with a Safe Copy Protocol 

(SCP) tool or command.  

For Windows, we recommend using an SSH client to emulate a Linux environment that can access local 

files in the base directory, “C:\” (The tool used for this purposes on our side is “MobaXterm”.) In the SSH 

client, navigate to the appropriate folder and run the command.  

When you run the command, a new folder will be generated containing the results. To view the results, 

navigate to the new folder and open the index.html file in a browser window. Click on the links to jump 

from page to page. 

  

wget -r -k -K  -l4  html-extension http://IP/ 
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Test Bench APIs 

Web APIs 

Backup 

By default, the Test Bench backs up the temporary information every hour. If there is a scheduled power 

cycle, use the following command to force a backup without losing any data in the cache.  

 

Reboot the Test Bench 

The Test Bench will back up all information and restart immediately after it receives your confirmation.  

Note: Up to two minutes of data might be lost.  

To reboot the Test Bench, run the following command: 

 

Reboot the Device 

To reboot the device, use this command: 

 

The Test Bench will turn off the voltage output for one second and then turn it back on.  

Turn off the Device 

To turn off the device, use this command: 

 

The Test Bench will turn off the voltage output. 

Turn on the Device 

To turn on the device, use this command: 

 

The Test Bench will turn on the voltage output.  

http://IP/backup 

http://IP/reboot 

http://IP/device/reboot 

http://IP/device/powerdown 

http://IP/device/powerup 
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Reset the Test Bench 

The Test Bench will delete all databases previously generated, including device information, session 

information, test case information and the current measurements. The Analog-to-Digital Converter 

(ADC) calibration data will not be removed.  

To reset the Test Bench, use this command: 

 

The Test Bench will remove the system calibration value and restart the calibration process.  

Re-calibrate the Current Measurement Subsystem 

To recalibrate the current measurement subsystem, use the following command: 

 

After two minutes, restart or use the reset command to apply the updated calibration value.  

  

http://IP/reset 

http://IP/calibrate 
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Configurator APIs 

The device information and the Test Bench configuration are stored in two database tables: the device 

table and the test case table.  

Device Configurations 

 URL: /device 

 Adding devices: POST method 

Request body: list of dictionaries of devices to be added.  

Each dictionary must contain these keywords: DevEUI, AppKey, NwkKey, and Region. 

Note: AppKey and NwkKey refer to the same value. The name AppKey is used for the 

LoRaWAN v. 1.0.x specification, and the name NwkKey is used in LoRaWAN v. 1.1.x. 

Request body example:   

 

Adding duplicate devices removes the previous device. Only one DevEui should appear in 

the database.  

 Listing devices: GET method 

 Deleting devices: DELETE method 

Request body: List of dictionaries of rowid. The rowid can be obtained from the list method.  

Request body example:   

 

[ 

  { 

    "DevEui": "0000000000000000", 

    "AppKey": "00000000000000000000000000000000", 

    "NwkKey": "00000000000000000000000000000000", 

    "region": "US" 

  } 

] 

 

[ 

  { 

    "rowid": 2 

  },  

  { 

    "rowid": 3 

  } 

] 
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If passing all as the body in the DELETE method, all device information will be deleted. For 

example: 

 

Test Case Configurations 

Like the device configurations, POST, GET and DELETE are supported.  

 URL: /schedule 

 Adding a test case: POST method 

Request body: List of dictionaries of devices to add. 

Each dictionary must have the keywords: DevEui, Cat, SubCat, Criteria, and Parameter. Optional 

keyword: Config.  

Request body example:   

 

 DevEui: the device EUI of the DUT.  

 Cat: the category of the test case.  

 SubCat: the sub-category of the test case.  

o Criteria: Test case termination criteria. All tests support count, some support time. If a test 

supports the count criterion, it runs for a certain number of uplink packets defined by 

Parameter. If a test supports the time criterion, the test runs for a certain amount of time 

defined by Parameter in seconds.  

o Parameter: the number of packets with a duration in seconds.  

o Config: the optional configuration field. It is only applicable to selected test cases.  

all 

 

[   

   {   

      "DevEui":"D92426DBD92426DB", 

      "Cat":"downlink", 

      "SubCat":"timing", 

      "Criteria":"count", 

      "Parameter":22, 

      "Config":{   

         "Step":3, 

         "Datr":3 

      } 

   } 

] 
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 Listing test cases: GET method. 

 Deleting test cases: DELETE method. 

Request body: List of dictionaries of rowid. The rowid can be obtained from the list method.  

Request body example:  

 

If passing all as the body in the DELETE method, all device information will be deleted. For example: 

 

 

 

 
 
 

[ 

  { 

    "rowid": 2 

  },  

  { 

    "rowid": 3 

  } 

] 

 

all 
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Important Notice 

Information relating to this product and the application or design described herein is believed to be reliable, 
however such information is provided as a guide only and Semtech assumes no liability for any errors in this 
document, or for the application or design described herein. Semtech reserves the right to make changes to the 
product or this document at any time without notice. Buyers should obtain the latest relevant information before 
placing order and should verify that such information is current and complete. Semtech warrants performance of 
its products to the specifications applicable at the time of sale, and all sales are made in accordance with 
Semtech's standard terms and conditions of sale. 
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any such unauthorized application, the consumer shall indemnify and hold Semtech and its officers, employees, 
subsidiaries, affiliates, and distributors harmless against all claims, costs, damages and attorney fees which could 
arise. 
 
The Semtech name and logo are registered trademarks of the Semtech Corporation. All other trademarks and 
trade names mentioned may be marks and names of Semtech or their respective companies. Semtech reserves 
the right to make changes to, or discontinue any products described in this document without further notice. 
Semtech makes no warranty, representation guarantee, express or implied, regarding the suitability of its 
products for any particular purpose. All rights reserved. 
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