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Whatare LoRa&nd LoORaWAN®?

LoRds an RFmodulationtechnology for lowpower, wide area networks (LPWANS). The name, LisRa,
reference tothe extremelylong-rangedata links that tis technology enableCreatedby Semtecho
standardize LPWANkoRarovides for longrcange communicationsup to three miles(five kilometers)

in urban areas, andp to 10miles(15 klometers) or morein rural areagline of sighj. A key
characteristic othe LoRabased solutionss ultra-low powerrequirements which allowdor the

creation of batteryoperated deviceshat can last for up to 10 yearBeployed in a star topologg,
network based on the open LoRaWAN protoisoperfectfor applications that requiréong-range or

deep inbuilding communicatiommonga large number of devices that have low power requirements
andthat collectsmallamounts of data

Considetthe differences between LoRa and othegtwork technologieghat are typically used in 10T or
traditional machineto-machine (M2M)xonnectivitysolutions
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Figurel: loT Technologies

Note: In Europe, mobile network operators have implemented a dual strategy to address packet size

and latency issues. They often offer both LoRaWAN andiCatvhich are complementary
technobgies. LoRaWAadkbcommodateshe need for longer battery life, with a traeaff of longer

latency and smaller packet sizes. In contrasti@atcan be used for larger payloads with less latency

than LoRaWAN can accommodate.
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Figure 2 highlightsomeimportant advantage®f deploying aLoR&VAN network

S

Long Range Long Battery Life High Capacity

&

= Deep indoor = QOptimized for low ® High capacity: millions ® Minimal
coverage (including power of messages per base infrastructure
multi-floor buildings) Up to 10-year station / gateway * Low cost end-nodes
= Star topology lifetime = Multi-tenant * Open source
network design * Up to 10x versus interoperability software
Cellular M2M = Public or private

network deployments

O 0O

® Indoor/outdoor ® Firmware Updates = Seamless handovers ® Embedded end-to-
» Accurate without the Over-the-Air for from one network to end AES-128
need for GPS applications and the another encryption
LoRaWAN stack -
= No battery-life = Unique ID
impact = Application
= Network

Figure2: Advantage of deploying a LoRaWAN network
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With respect to range, a single LoBasedgatewaycan receive and transmit signals over a distance of
more than10 miles(15 klometers) in rural areas. Even in dense urban environments, messages are able
to travel up tothree miles(five kilometers), depending on how deep indoors tead devices (end

nodes)are located.

As far as battery life goes, the energy required to transmit a data péckgelite minimal given that the

data packets are very small and only transmitted a few times aRklayhermore, when thend devices

are asle@, the power onsumption is measured miliwatts (mwWg | t €t 26 Ay 3 || RSQOAOSQa
for many, many years.
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When it comedo capacity, a LoRaWAN network can support millions of messages. However, the number
of messages supported in any given depleyptrdepends upon the number of gateways that are installed.

A single eight-channel gateway can support up to 1.5M messages over the course of a 24-hour

period. If each end device sends a message every hour, such a gateway can support up to 60,000
devicest. If the network included0 such gateways, the network can suppooughly 100,000 devices

and one million messages. If more capacitgguired all that is needed is tadd additionalgateways to

the network.

And then there is costGiven thecapabilities of LoRbasedend nodesand gateways, only a few
gateways; configured in astar networkg are required to serve a multitude ehd nodes This means
that capital and operational expensean bekeptrelativelylow. Also, when thecosteffectiveLoRa RF
modules that are embedded in inexpensied nodes are used in conjunctiarith the open LOR&/AN
standard, the return on investment can bensiderable.

Radio Modulation and LoRa

A proprietaryspreadspectrum modulation technique derived from existing Chirp Spread Spectrum (CSS)
technology LoRaffers a tradeoff betweensensitivityanddata rate while operating in a fixed

bandwidth channebf either 125KHzor 500KHz(for uplink channels and 500KHzfor downlink

channel$. Additionally,LoRauses orthogonal spreading factoibhis allowshe network topreserve the
battery life of connected end nodes by makiudpptive optimizationsdf Yy A Y RA @A RdzZl £ Sy R
levels and data rate$-or examplean end devicdocated close to a gateway shoutdnsmit dataat a

low spreading factarsince very little link budget is needadowever,an enddevicelocated several

miles from a gatewawill need to transmit with a much higher spreading factbhis higher spreading

factor providesincreased processing gaemnd higherreceptionsensitivity although the data rate will
necessarilybe lower.

LoRais purelyBIK & & A O f bits layker implEmestatidnoas defined by the G8venlayer
Network Model, depicted in Figure 3. Instead of cabling, the air is used as a medium for transporting
LoRa radio waves from an RF transmitter in an IoT device to an RF receiver in a gateway, anshvice v
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Figure3: OSI seveitayer network model

In a traditional or Direct Sequence Spregakctrum (DSSS) system, the carrier phase of the transmitter

signal changes according to a code sequence as shown in Eighifteenmultiplyingthe data signal with

a predefined bit pattern at a much higher rate, also known as a spreading code (or chip sequence), a
GFFAGSNE aradaylrf Aa ONBIGSR GKIF{G KFa KABisSerhst NB|j dzS
that the signabandwidthis spreadbeyond the bandwidth of the original signal. In RF terminology, the

bits of the code sequence are called chipsorder to distinguish between the longam-coded bits of

the original data signalWhen the transmitted signal arrigset the RF receiver, it is multiplied with an

identical copy of the spreading code used in the RF transmitter, resulting in a replica of the original data
signal.
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Figure4: DSSS systearrier phaseransmitter signal changes

You might askWhy go through all this trouble? Why not just transmit the original data signal instead of
going through this code sequence multiplicatiofhe answer is simple: going through tbigle
sequence multiplicatiobuys you a higher RF link budgst you can transmit over a longer range.

TKS [23amn NIXrdAz2z 2F GKS O2RS a4SljdsSy0SQa OKALI NI} GS |
gain (Gp). This gain is what allows the receiver to recover the original data siggraif the channel has

a negativesignatto-noise ratio(SNR). LoRa has a superior Gp compared to freqtghiftykeying (FSK)

modulation, allowing for a reduced transmitter output power level while maintaining the same signal

data rate anda similar lirk budget.

One of the downsides of a DSSS system is the fact tiegjutres a highhaccurate (and expensive)
NEFSNBYOS O0t2010 {SYGISOKQa [ 2wl /akowotktand B R { LIS O
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power, yet robustDSS@&lternative that does at
require a highlyaccurate reference clock. In LoRa

Y2RdzA I §A2yS GKS aLNBFRA 1T ”M 1 300 N3z
achieved by generating a chirp signal that

continuously varies in frequenggs is depicted in

Figureb. 0

An advantage of this method is that the timing and U U u

frequency offsets between transmitter and receiver -1
are equivalent, greatly reducing the complexity of th ! ' I '
receiver design. The frequency bandwidth of this 0 1 2 3 4 S
chirp is equialent to the spectral bandwidth of the signal
The data signal that carries the ddtam an end device

to a gatewayis chipped at a higher data rate and modulated onto the chirp carrier signal. LoRa
modulation also includes a variable error correctionesole that improves the robustness of the
transmitted signal. For evelfgur bits of information sent, #ifth bit of parity information is sent.

Figure5: LoRaChirp Spread Spectm illustration

Key LoRa Modulation Properties

As noted above, LoRa processing gain is introduced in the RF chanmdtipiying the data signal with

a spreading code or chip sequence. By increasing the chip rate, we increase the frequency components
of the total signal spectrum. In other words, the energy of the total signal is now spread over a wider
range of frequends, allowing the receiver to discern a signal with a lofieat is, worseyignalto-

noise ratio (SNR).

In LoRa terms, the amount of spreading code applied to the original data signal is cakpdeihding
factor (SF). LoRa modulation has a total ofspireading factors (SF7 to SF12). The larger the spreading
factor used, the farther the signal will be able to travel and still be received without errors by the RF
receiver.

Table 1 shows the four different spreading factors pSH#10that can be useddr uplink (UL) messages
on a 125KHzchannet. It shows the equivalertit rate as well as the estimated range (this depends on
the terrain; longer distances will be achieved in a rural environntleahk inan urban environment). It
also shows thewell time, ortime on air (TOA)values for a 11-byte payload for each of the four
spreadingactors.

1 Downlink messagdsroadcast oveB00KHzZOK | yy St & Oly dzaS L+ttt &AE | @gFAfl ot S
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Tablel: LoRa Spreading Factors

Spreading Factor Bit Rate Range Time on Air
(For UL at 125 KHz) (Depends on Terrain) for an 11-byte payload

SF10 980 bps 8 km 371 ms
SF9 1760 bps 6 km 185 ms
SF8 3125 bps 4 km 103 ms
SF7 5470 bps 2 km 61 ms

Importantly, the LoRa modulation spreading factors are inherently orthogonalmiéasasthat signals
modulated with different spreading factors and transmitted on the same frequency channel at the same
time do not interfere with each otheinstead, signals at different spreading factors simply appear to be
noise to each other.

LoRa signalsre robust andvery resistant to both ilbband and ouiof-band interference mechanisms.
LoRa modulation also offers immunity to multipath and fading, making it ideal for use in urban and
suburban environments, where both mechanisms dominate. Additionadlgp@r shifts cause a small
frequency shift in the time axis of the baseband signal. This frequency offset tolerance mitigates the
requirement for tight tolerance reference clock sources and, therefore, makes LoRa ideal for data
communications from devicahat are mobile.

LoRa Modulation Characteristics

The LoRa modulation characteristics for each regiordafimed in the LoORaWAN Regional Parameters
document, available from the LoRa Allian¢bt&ps://lora-alliance.org/resourcénub/rp002-100-
lorawanrregionatparameters$. In North America, there are 64, 125 kHz LoRa uplink channels defined,
centered on a 200 kHz raster as can be seen in Figure 5. 11. Thereha&08igHz uplink channels as

well as eight, 500 kHz downlink channels defined. In North America, gateways can have up to 64, 125
kHz uplink channels as well as eight 500 kHz uplink and downlink channels. This type of gateway is
referred to as a carrier gde macro gateway and is used for outdoor applications only.
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Figure6: LoRa modulation characteristics

Table 2 provides another way to understand these modulation characteristics.

Table2: LoRa modulatiorcharacteristics

Data Rate Spreading Channel Uplink or Bitrate Maximum User
(DR) Factor (SF) Frequency Downlink (Bits/Sec) Payload Size (Bytes)

0 SF10 125 kHz Uplink

1 SF9 125 kHz Uplink 1,760 53

2 SF8 125 kHz Uplink 3,125 125

3 SF7 125 kHz Uplink 5,470 242

4 SF8 500 kHz Uplink 12,500 242

5¢7

8 SF12 500 kHz Downlink 980 53

9 SF11 500 kHz Downlink 1,760 129

10 SF10 500 kHz Downlink 3,125 242

11 SF9 500 kHz Downlink 5,470 242

12 SF8 500 kHz Downlink 12,500 242

13 SF8 500 kHz Downlink 21,900 242
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1 The LoRahysical layers intended for lonthroughput, low data rateandhigh link budgefi.e.,
Gf 2NFF 3SE0 | LI AOI GA2Yy&ao

1 Fa a fixed channel bandwidthihe higher thespreading factarthe higher the processing gain,
resulting in arincrease in sensitivity antherefore, an increase in link budgeSubsequently,
however, thetime on air willalsoincrease.

1 Orthogonalitybetweenspreading factorsllows forthe transmission of multiple LoRa signals
that are bothon the same channel frequenepndin the same timeslot.

1 For a fixed SF, a narrower bandwidth will increase sensitivity as the bit rate is reduced.

1 LoRaWAN iNorth Americauses 12%Hzuplink channeland 500kHzuplink and downlink
channels

1 The Code Ratis the degree of redundancy implemented by tbevard error correction FEC)
used to detect errors and correct therhis rate is fixed at 4/5 for the LoRaWAN protocol

AsStephan Henghdr asserts in his boglA Novel Chirp Modulation Spread Specttanhnique for
Multiple AccesE LoRa is a constant envelope modulation (very low cost, power efficient power
amplifier implementationX @A 16 A a (K Sowydvariand Milydatge RF soldboni NI
available¢

Data Collisions and Spreading Factah@gonality

With LoRa, packets using different spreading factors are orthogonal, meaning that they are invisible to
each otheras mentioned earliethey simplyappear as noise tone arother. Therefore, two packets

that arrive at the same time on the sameceivechannelat different spreading factorwill not collide

and, both will be demodulated by the gateway modem chip. Howeten packetswith the same

spreading factoarriving at the same time on the same chanmaght result in a collision. However if

one of the two packets is stronger bixdB, it will survive

The capacity of a LoRaWAN network is a function of its gateway density. To maximize the capacity of the
network, using an adaptive data rafdDR)mechanismis essentialThe main goal of ADRtssavethe

battery power of the LoORaWAN embdes. By having the entbdes closest to a gateway transmit using

the lowest spreading factotheir time on air is minimizedherebyprolonging their battery life. More

distant sensors transmit at a higher spreading factor. A trafiés made between battery power and
distancegiven thata higher spreading factor allows for a gateway to connecletaices that ardéarther

away.

LoRaWAN Network Fundamentals

To fully understand LoRaWAN netwonke will start with a look at the technology stack. As shown in
Figure7, LoRa is the physical (PHY) layer, the. wireless modulation used to create the lerange
communication linkLoRaWRNis an open networkingrnptocol that delivers secure {directional
communication, mobility, and localization servistandardized and maintained by the LoRa Alliance
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Figure7: LoRaWAN technology stack

LoRaWAN Network Elemen#n Introduction

Now tha we have a basic understanding of LoRawifeexamine the architecture of a LoRaWAN network.

Figure8 showsa typical LoRaWAN networkiplementation from end to end

Secure IP____-1 ” Secure IP

W, - e P
e " ((( )))" 0 ,/’,;’ -
S .+ /" LoRa®-Enabled
LN

o
(7 ] -
T ~LoRaRF

.
s ’ Network Server -

-,
7 ol
-

’ Application Servers

MAC Layer
(MAC)

Physical Layer
(PHY)

Dashboards or

N A’_'»‘_\ R i R Data Portals
A \ e l! H L
0 TR () _—
@) , ]
8 A / [ "]
2 R / -
w K4 . ’
o \‘ ,1' Join Server
@ .
- y ;
~.. \((( ))) ’
Gateways
Figure8: Typial LoRaWAN network implementation
Let usexamine this diagrarim smaller pieces.
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Figure9: End devices in a typical LoRaWABtwork deployment

A LoRaWAMnabledend deviceis a sensor or an actuator which is wirelessly connected to a LoRaWAN
network through radio gatewayssing LoRa RF Modulation

In the majority of applicationsan end devicés an autonomous, often battergperatedsensorthat
digitizes physical conditiorad environmental events. Typical use cases for an actiratbrde street
lighting, wireless lock water valve shut offleak prevention, among others.

When they are being manufacturedpRabaseddevices are assigned several unique identifiers. These
identifiers are usedo securdy activate and administethe device, to ensuréhe safe transport of
packets over a private or public network and to deliver encrypted data to the Cloud.

LoRaWANGateways
[ ] -
e I o -
- - —&— e —&—
. .
-7 LoRa®-Enabled - Application Servers Dashboards or
. Network Server P Data Portals

Join Server

Figurel0: Gatewasyin a typical LoRaWANetwork deployment

ALoRaWANatewayreceived oRa modulated RF messafresn anyend devican hearing distance
andforwardsthese datamessage$o the LoRaWAMetwork srver (LNS)which isconnected through
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an IP backbonelhere imo fixed association between an end devésel a specific gateway. Instedale
same sensor can be served by multiple gateways in the Wéh.LoRaWANeach uplink packet sent by
the enddevicewill be receiveddy all gateways within reach, as illustrdti Figurel0. This

arrangement significantly reduces packet error rate (since the chances that at least one gateway will
receive the message are very higsignificantly reduces battery overhead for mobile/nomadic sensors
and allows for lowcost geoloation (assuming the gateways in question are geolocatipable).

The IP traffic from gatewayto the network servercan be backhauled via Wi, hardwired Ethernet or
via a Cellular connectiohoRaWANjatewaysperateentirely at the physical layend, in essenceare
nothing but LoRaadio message forwarder§hey only check the data integrity of each incoming LoRa
RF message. If the integrity is not intabgt is, ifthe CRC is incorrect, the messagt be dropped If
correctthe gatewaywill forward it to theLNStogether with some metadata that includes the receive
RSSI level of the message as well as an optional timesfompoRaWANIownlinks,a gateway
executes transmission requests coming from tNSwithout any interpretation of thgpayload.Since
multiple gateways can receive the same LoRa RF message from a single end deli&énmrms
data deduplication and deletes all copies. Based on the RSSI levelsidéttiealmessageghe

network servettypically selects the gatewahat received the message with the best R@&in
transmitting adownlink message becausigat gateway is thene closest to the end device in question.

’ -&-
e R Application Server
~, e Vertical #1
. .

2 — — —
--------------- R E— —
R 0 0 | —-]

| omusmm . -——

e © N
LoRa™-Enabled N Application Server Customer

) Network Server . Vertical #2 Server

Application Server Mobile App
Vertical #3

Figurell: Gateways receiving and transmitting messages from end devices

Furthermore,LoRa allows for scalable, cagitimized gateway implementation, depending on
deployment objectives. For example, in North Americal8-, and 64channel gateways are available.
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The 8channel gateways are the least expensiliee type of gateway needed will depend on the use
case. Eightand16-channel gateways are available for both indoor and outdoor use.-BiMtychannel
gateways are only available in a carigade variant. This type of gateway is intended for deployment
in such places as cell towers, the rooftops of very tall buildings, etc.

Network Serer

LoRa®-Enabled
Network Server
1

P
.7 Application Servers Dashboards or
- Data Portals

0o

- 54

End Devices Gateway

Join Server

Figurel2: LoRaWAN Network Server in a typical LoRaWAN network deployment

TheLoRaWAMetwork server(LNS)manages the entire network, dynacally controls the network
parameters to adapt the system to evehanging conditionsand establishes secud8hbit AES
connections for th@ransport ofboth the end to enddata (from LoRaWAN end device to the end users
Application in thedoud) as well as for the controf traffic that flows from the LoRaWAN end device to
the LNSand back) The network serveensureshe authenticity of every sensor on the network atik
integrity of every messagét the same timethe network servecannot see or accedbe application
data.

In general, all LoRaWAN network servers share the following features:

Device address cheiclg

Frame authentation and frame countemanagement

Acknowledgementsf received messages

Adapting data ratessing the ADRrotocol

Responding to all MAC layer requests coming from the device,

Forwarding uplink application payloads to the appropriapplication servers

Queuing of downlink payloads coming from any Application Server to any device connected to
the network

1 Forwarding Jokmequest and Johaccept messages between the devices andjoie server

=A =4 =4 =4 -8 A -4
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Application Servexr
Application serverare responsible fosecurelyhandling,managingand interpreting sensor application
data. Theyalso generate all the applicatidayer downlink payloads tthe connected endlevices

- -

e LoRa®-Enabled
Py Network Server

Dashboards or
Data Portals

&)
"

End Devices Gateway

Join Server

Figure1l3: LoRaWAN Application Server in a typical LoRaWAN network deployment

Join Server
The pin server manages thever-the-air activation process for end devices to be added to the network.

Thejoin server contains the information requiretd process uplinfoin-requestframes and generate the
downlinkjoin-acceptframes. It signals to theetwork servemwhich application server should be
connected to the endlevice, and performs the network and application session encryption key
derivations. It communicates the Network Session Key of the device toetineork server and the
Application Session Key toetltorresponding application server
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Figurel4: LoRaWAN Join Server in a typical LoRaWAN network deployment

For that purposethe join servemust contain the following information for eaend-deviceunder its
control:

DevEUI (ed-device serial unique identifier)
AppKey (application encryption key)
NwkKey (network encryption key)
Application Server identifier

91 EndDevice Service Profile

LoRaWANNetwork ElementsDeviceCommissioning

For the sake of security, quality of service, billing, and other needs, devices must be commissioned and
activated on the networlat the start of operationThe commissioning process securely aligns each

device and the networlwith respect toessential prgisioning parameterss(ich as identifiers,

encryption keys, andesver locations)

=A =4 =4 =

The LoRaWAN specification allows for two types of activa@merthe-Air Activation(OTAA)
(preferred) and Activation by Personalizati@gxBP) Table2 shows the different characteristics of each
of these types of activation.

Table3: Activation Types

Overthe-Air Activation (OTAA) Activation by Personalization (ABP)

1 Device manufacturers autonomously 1 A smplified (less secure) commissioning
generate essential provisiam process
parameters 1 IDs and Keys are personalized at
1 Secure keys (sessitong and derived) fabrication
can be renewed regularly i Devices becomémmediately functional
1 550A0S8a Oly aiaz2NB upon poweing up; the Join procedutis
dynamically and securely switch skipped
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networks and operators during its 1 Devicesaretied to a specific

lifetime network/serviceithe NetID is a portion of
1 Highgrade, tampeiproof security the device network address

options are available

LoRaWAN Network Elements: Security

There are two key elements to the security of a LoORaWAN networkoithprocedureand message
authentication Thejoin procedure establishes mutual authentication between an end device and the
LoRaWAN network to which it is connected. Only authorized devices are allowed to join the network.
LoRaWAN MAC arapplicationmessages are origiauthenticated, integrityprotected and encrypted
endto-end {.e., from end device to thegplication serveand vice versa)

These security features ensure that:

Network traffic has not been altered

Only legitimate devices are connected to the LoRaWAN network
Network traffic cannot be listened tm¢ eavesdropping)

1 Network traffic cannot be captured and replayed

= =4 =4

With that foundation, we will take a look at the LoRaWAN security measures in more detail.

The Join Procedure
We will begin with the securitigeys, as illustrated in Figul®. Individual root keys arsecurelystored
on the end devices, and matching keys securelystored on the join server.

O )
P el 7 o ) —
.
LoRa®-Enabled e ” Application Servers Dashboards or
Network Server e Data Portals

Securely-stored
ROOT KEYs

o -

End Device

(OB |

Gateway

! ’

Join Server

Securely-stored
ROOT KEYs

Figurel5: Security keys generated during the Join procedure

The end device sendga@in requesimessage to the join server, as illustrated in Figee 1

LoRaand LoRWAN: A TechnicalOverview Pagel7 of 2€
TechnicaPaper Proprietary
De@mber2019 semtech.com/LoR Semtecl



Securely-stored L LT
-, L]
ROOTREYS i) e,
*
e __________________ NEENE - -
" ., RS
% -——
* e
End Device Gateway “LoRa®-Enabled <" Application Servers Dashboards or
EeMnrk Server Pt Data Portals
- H -
- | »°
- | ’/
- | P
v 1 /I
Size (bytes) 8 8 2
Join Request | JoinEUI | DevEUl | DevNonce *
— ) —
Join-request message fields
Join Server

Securely-stored
ROOT KEYs

Figurel6: Sending goin requestmessage to thgoin server
After the join server authenticates the device requesting to join the network, it retujamaccept
message to the devicas illustrated in Figure7l
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Join Accept | Joi | Home_NETID | DevAddr | DLSettings | RxDelay |

Join-accept message fields

Join Server

Securely-stored
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Figurel7: Sending goin acceptmessage to an end device

Next,the enddevicederivessession keysocally, based orthe DevEUI, Join EUI, DevNornomt keys
and fields irthe join requestand joinacceptmessagesOn its end, the join server algerivessession
keys fromthe serial IDsroot keysand fields ingin requess and joiracceptmessagesinally the join
server shares session keys with network and application seragifiustrated in Figurgs.
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Figurel8: Sessiorkeys are shared with the network server and the application server

Figure Dillustratesthe security ofdata pa&et transmissionsThe control trafficbetween theend
deviceand thenetwork serveris secured with a 12Bit AES Network Session Key (NwkS$KEhedata
traffic that travelsbetweenthe end deviceandthe application servelis secured with a28-bit
Application Session Key (AppSK&hsmethod ensures that neither the gateway nor the network
server carreadthe userdata.

Figurel9: Secure transmission of data packets

Device Classes: A, Band C
LoRabased endievices may operate in one of three modes, depending on their device clasgcill
devices must support Class A operation. Class B devices musttspihoClass A and Class B modes,
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